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IT SECURITY IN RAILWAY TECHNOLOGY
CREATING A SECURE STATE-OF-THE-ART

REMOTE ACCESS

Control technology within the rail energy supply is an im-
portant component. Frequently maintenance and service
work are only possible within a time-consuming on-site
deployment. Aremote access for the operator and its ser-
vice partners enables a flexible and less time-consuming
way to check the condition of the plant and to carry out
work. This remote access requires a technical protection
against unauthorized access.

In critical operating situations a remote access enables
the elimination of an operation impending defect within
a short time. The challenge for the design of a remote ac-
cess is to create a prior art secured access against a ma-
licious third party access. A convenient access should be
allowed for authorized parties. During the construction
of substations and switching stations for train operators

Remote User
4

SMS

Access
Pass Code ||
T ) ] e [
F BEREN »

] [} >
A 4 1S i B
== I E e
[==fi=d=l=]

Remote Access Gateway
Firewall Internet

VPN Connection

Remote Access Infrastructure

® English

itis now necessary to establish a remote maintenance ac-
cesswhich complies with the relevant IT security require-
ments. Besides pure controltechnology the necessary se-
cure IT infrastructure is also to be set up.

The remote maintenance access allows maintenance and
service technicians to take insight from afar into parts of
the control system. If due to a fault an on-site deployment
isrequired it can be selectively prepared by a remote fault
analysis or even fixed remotely. Due to classification as a
sensitive infrastructure the design and implementation
had to consider the requirements of the BDEW whitepa-
per ,,Requirements for secure control and telecommuni-
cation systems*, which was developed forthe general po-
wer supply and is updated according to technical pro-
gress.
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The created infrastructure consists of the technical solu-
tionincluding hardware and software as well as the orga-
nizational solution. These include the definition of respon-
sibilities and processes. The remote maintenance access
isindependent of the operational management and does
not interfere with it. As an entry point, a separate Ci-
trix-based infrastructure was created. It can be accessed
via a browser-based client and is authenticated by a do-
main registration and a SMS-session pass code. The ac-
tual access to the control system’s location is establis-
hed via a VPN connection which is permitted by the ope-
rator using a person-related authentication. The
personalized access the site is passed to an infrastructure
consisting of a connection managerand avirtualized ser-
ver infrastructure.

From this application the local control computers of the
control system can be reached. The remote access infra-
structure is secure using restrictive access rules, a do-
main and a separate malware protection solution against
unauthorized access. Different service partners and the
plant operator can perform logically separated activities.
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The established solution has a modular design and can
serve as a basis for other facilities. Its advantage is the
flexible, role-based access authorization and the secure
three-factor authentication when logging on to remote
maintenance portal. Using this various process control
facilities can be accessed centrally after activation.

Within the project Lohsa/West an equivalent remote
solution access has already been designed and imple-
mented.
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